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1. O0ue moJoKeHus
1.1. Lenbro co3manus CUCTEMBI aHTUBUPYCHOMN 3aIUTHI SIBJSIETCS OOeCIIeueHUE 3alUIICHHOCTH
HHPOPMAITMOHHO-KOMMYHHKAHOHHOW cucTeMbl (manee HMKC) oT BoO3meHCTBHS pas3IMYHOTO poja
BPEOHOCHBIX MPOrPaMM M HECAHKITMOHUPOBAHHBIX MACCOBBIX MOYTOBBIX PACCHUIOK, MPEAOTBPAIICHHS UX
BHEJIpEHUs] B MH()OPMAIMOHHBIE CHCTEMBI, BBISBICHUS M OC30IMACHOTO YJAllCHUs U3 CHCTEM B Cilydae
MOTAaaHus, a TakkKe QUIbTPAIMK JOCTyIa Tonb3oBatencit OV k HempoayKTUBHBIM VHTEpHET-pecypcam
1 KOHTPOJISl KX 3JICKTPOHHOM IepEenyCKH.

1.2. OcHOBOITOJIATAIOMIAMHA TPEOOBAHUSIMHE K CHCTEME aHTUBHUPYCHOH 3amuThl OY SBIISIOTCS:
- peleHue 3a/1a41 aHTUBUPYCHOM 3aIIUTHI JIOJDKHO OCYIIECTBIISATLCS B 00IIEM BHJIC;

- CPEJICTBO 3allUTHI HE JJOJDKHO OKa3bIBATh MPOTUBOJICHCTBAE KOHKPETHOMY BUPYCY WJIHM TPYIIIIE
BHUPYCOB, MMPOTHBOJICHCTBHE JIOJDKHO OKA3hIBATHCS B MPEATNONOKEHUSIX, YTO BUPYC MOXKET OBITh 3aHECEH
Ha KOMITBIOTEp U O BHPYCE (0 ero CTPYKType (B YaCTHOCTH, CHTHATYPE) W BO3MOXKHBIX IEHCTBHSIX) HAYETO
HE U3BECTHO;

- pelIeHue 3a1a4y aHTUBUPYCHOM 3aIIUTHI JOJKHO OCYIECTBIIATHCS B peaJbHOM BPEMEHH.
1.3. Meponpusitusi, HanpaBJIeHHbIE HA PELICHUE 3a0a4 [10 AaHTUBUPYCHOU 3aIlUTE:

- YCTaHOBKAa TOIIbKO JIMIIEH3WPOBAHHOTO IIPOTPaMMHOTIO oOecredeHuss JmuOo OecIiaTHOe
AaHTUBHPYCHOE IPOrPaMMHOE 00ECIICUCHHE;

- peryasipHoe OOHOBIIEHHE M ©KCJHEBHBbIE NPOMUIAKTHYECKHE MPOBEPKH (KENIAaTeIbHO B
Hepabodee HOYHOE BpeMsi);

- HENpEepHIBHBII KOHTPOJIb HAJ BCEMHM BO3MOXKHBIMU MYTSMHM IPOHHKHOBEHHS BPEIOHOCHBIX
MporpaMM, MOHUTOPUHI AaHTHBUPYCHOW O€30MacHOCTH W OOHApyKEHHE IEeCTPYKTHBHOM aKTHBHOCTH
BPEIOHOCHBIX MporpamMm Ha Beex o0bektax UKC;

- aHaIM3, PpAHKUPOBAaHHWE M TNPENOTBPALLCHUE YIPO3 PACHPOCTPAaHEHHsS W BO3AEHCTBUS
BPEJOHOCHBIX TPOrpamMM IIyTeM BBISBIEHHUS YysS3BUMocTed wucnoiszyemoro B MKC onepaunonHoro
MPOrpaMMHOIO OOECIIEYEHUS] M CETEBBIX YCTPOHCTB M yCTpaHEHHs OOHApy>KeHHBIX Ie(EeKTOB B
COOTBETCTBHUHU C JTAHHBIMHU IOCTaBIIMKa MPOIPAMMHOIO OOECIIEUEHHUS M APYTHX CIEHHaIn3UPOBAHHBIX
9KCIEPTHBIX AaHTUBUPYCHBIX CITYKO;

- IpoBeACHUE NPOPUIAKTHYECKUX MEPOIPHUSATHH 10 IPETOTBPALIEHUIO X OTPAHUYEHHUIO BUPYCHBIX
SMHIEMUHN, BKIIIOUAIOIINX 3arpy3Ky U pa3BepThIBAHHUE CIICHHAIbHBIX IPAaBIII HEHTpanu3aunu (OTpaskeHHIO,
M30JSIIMM W JIMKBUJALKMH) BPEIOHOCHBIX IPOrpaMM Ha OCHOBE PEKOMEHAALMH IO KOHTPOJIO aTak,



MOArOTaBIMBAEMBIX Pa3pabOTUMKOM CPEIACTB 3allUTHl OT BPEJOHOCHBIX MPOrpaMM W JPYTHMH
CHEUAN3UPOBAHHBIMU 3KCIIEPTHBIMU aHTHBUPYCHBIMH CIY)KOaMH JO TOrO, Kak OyAyT BBIMTYLICHBI
(aiinel ucTipaBlieHUH, TPU3HAKOB U aHTUBUPYCHBIX CUTHATYD;

- IPOBCACHUC PETYIIIPHBIX IPOBCPOK LETOCTHOCTH KPUTUYCCKU BAXKHBIX ITPOrpaMM U JaHHBIX,

- BHCIIHHC HOCHUTCIH I/IH(I)OpMa[II/II/I HCEU3BCCTHOI'0 IPOUCXOXIACHUA CICAYCT IMPOBEPATL Ha
HaJINM4YuC€ BUPYCOB 0 UX UCIIOJIb30BaAHUS;

- HEOOXOAMMO CTPOTO MPHUIAEPKUBATHCS YCTAHOBIICHHBIX MPOIEAYP MO YBEIOMIICHHUIO O CIIydasx
MOpakKeHHs aBTOMATHU3WPOBAHHOW MH(OPMAIIMOHHOW Cpelbl KOMIBIOTEPHBIMH BUPYCaMU U TPUHSTHIO
MeEp 0 JIMKBHUJIALNHU [TOCIEACTBUI OT UX IPOHUKHOBEHUS.

TexHonornyeckne HHCTPYKIUH
1.1. B OV pykoBoauTeneM AOMKHO ObITh Ha3HAUEHO JIMIIO0, OTBETCTBEHHOE 3a aHTHUBUPYCHYIO
3alUTy, B JIOJDKHOCTHBIE MHCTPYKIMH JJIsi KOTOPOr'O JOJKHBI OBITH MPOMHCAHBI MOPSJIOK JCHCTBUS B
MEepUOJ] BUPYCHBIX OJIUJAEMUN, TOPSNOK JEHCTBUI NP BO3HUKHOBEHUWM BHEIITATHBIX CHUTYyalluH,
CBSI3aHHBIX C pabOTOCIIOCOOHOCTBIO CPEJICTB AHTHBUPYCHOM 3allIUTHL, TIOPSAOK ASHCTBHI JJIS1 yCTPaHEHMSI
TIOCIIEJICTBUN 3apakeHWi. B mMpoTuBHOM ciiydae, BCS OTBETCTBEHHOCTH 3a oOeclieueHue aHTHBUPYCHOU
3aIIUTHI JIOKUTCS HA PyKOBOAUTENS Y UpEKICHUS.

1.2. B OY MOXeT WHCHOIb30BaThCA TOIBKO JUIEH3MOHHOE AHTHBUPYCHOE TIPOrPaMMHOE
obecrieueHue JU00 CBOOOIHO-PACIIPOCTPAHIEMOE IIPOrPaMMHOE 00ECIICUCHHUE.

1.3. OOs3aTenbHOMY aHTHBHPYCHOMY KOHTPOJIO MOJUISKHUT Jto0as mH(OpManus (TEKCTOBBIE
(atinbl 001X (hopMaTOB, (ailyibl TaHHBIX, HCIOIHIEMbIE (Daiiibl, TOYTOBBIC COOOIEHHS ), TOJTydaeMas U
nepeaaBacMasl 10 TEJIEKOMMYHUKAIIMOHHBIM KaHajlaM CBSI3M, a Takke HH(popMalys, HaXOA’MIAsAcs Ha
ChEMHBIX HOCHUTENX (MATHUTHBIX MUCKaX, jJenTax, CD-ROM, DVD, flash-makomurensx u T.11.). KonTposis
ucxonsimel WHGOpMAMU HEOOXOIMMO IPOBOJAMUTL HEMOCPEJACTBEHHO Tepell apXWBUPOBAHHEM U
OTIIPABKOMH (3aIMChIO HA CHEMHBIN HOCHUTEIb ).

1.4. ®aitnpl, TOMENIaEMBbIE B DJICKTPOHHBIN apXUB, MOHKHEI B 003aTEITEHOM MOPSIKE TIPOXOIUTH
AHTUBHUPYCHBIN KOHTPOIIb.

2. TpeGoBaHus K MPOBEAEHHIO MEePONIPUSTHIA 110 AHTUBUPYCHOIi 3a1[UTe
2.1. B mnHawame paboThl TpH 3arpy3ke KOMIIbIOTEpAa B ABTOMAaTHYECKOM pEXKHME JOIDKHO
BBITIONHATHCS OOHOBIIEHUE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Ilepuonnyeckue MPOBEPKU DIIEKTPOHHBIX apXHWBOB JOJDKHBI IPOBOTUTHCS HE PEXE OJHOTO
pasa B HEJENo, JaHHbIE, PACHIOIOKEHHbIE Ha pad0YrX CTAaHIMAX MOJIH30BATENEeH — €XKETHEBHO, B HOYHOE
BpeMsI 110 PaCITUCAHHIO.

2.3. BHeouepeHOi aHTUBUPYCHBIN KOHTPOJIb BCEX JUCKOB U (DaiiJIOB IIEPCOHATFHOTO KOMITHIOTEpa
JOJIKEH BBITOMHATHCA:

2.3.1. HenocpencTBeHHO TMOCIe YCTaHOBKMA (M3MEHEHHWs) MPOrpaMMHOIO OOecredeHus
KOMIIbIOTEpa JOJDKHA OBITh BBINOJHEHA AHTHBUPYCHAs IPOBEpKa HA CepBepax W IIEPCOHAIBHBIX
KOMIBIOTEpaX yUPeXKICHHUS.

2.3.2. Ilpy BO3HUKHOBEHHH ITOJI03PEHNS Ha HAJIMUME KOMITBIOTEPHOr 0 BUpyca (HeTUnuyHas pabora
MpOrpaMM, MosiBJIeHHE rpa)UuecKuX U 3BYKOBBIX 3(p(ekToB, MCKaKeHUH AaHHBIX, Nponananue ¢ansos,
4acToe MOsIBJIIEHNE COOOIIEHNH O CUCTEMHBIX OIIMOKaX U T.II.).

2.3.3. [Ipu ormpaBKe W MOTYYEHUU SJIEKTPOHHOW ITOYTHI OMEPaTOp AJIEKTPOHHOW IMOYTHI 00s3aH
MIPOBEPHUTH HIIEKTPOHHBIE IMChMA U MX BJIOKEHUSI HA HAIMYKE BUPYCOB.

2.4. B caydae oOHapyXKeHHUs 3apa)XeHHBIX BHpycamu (aillIoB MM 3JIEKTPOHHBIX ITHCEM
MOJIH30BATENHN 00S3aHBI:

2.4.1. [IpuoctaHOBUTH padOTYy.



2.4.2. HemenneHHO MOCTaBUTHh B W3BECTHOCTh O (hakTe OOHAPYKEHHs 3apa’keHHBIX BHPYCOM
(aiiioB OTBETCTBEHHOTO 3a 00OECIEUECHHE aHTUBUPYCHOM 3aIIUTHI (B CIIydae ero OTCYTCTBUS — AUPEKTOPA)
oy.

2.4.3. CoBMECTHO C BIaJeblieM 3apakeHHBIX BUPYCOM (DaliIoB IPOBECTH aHAIM3 HEOOX OAUMOCTH
JalbHEeNIIero uX UCIoIb30BaHUSL.

2.4.4. TlpoBecTH JeYeHNE WU YHHUTOXKEHHIE 3aPayKEHHBIX (HaitiioB.

3. OTBETCTBEHHOCTH
3.1. OTBETCTBEHHOCTH 32 OPTaHU3AIMIO0 AHTUBUPYCHOM 3aIUTHI Bo3JIaraercs Ha pykoBoauTens OY
WK JUI0, UM Ha3HAa4YCHHOC.

3.2. OTBETCTBEHHOCTH 3a IPOBEIEHUE MEPONPUATHI aHTUBUPYCHOTO KOHTpoJsi B OY Bo3naraercs
Ha OTBETCTBEHHOIO 3a OOECIeYeHHUE aHTUBMPYCHOM 3aIlUThI, COOJIOAEHHE TpeOoBaHUM Hacrosulel
Wuctpykiuu npu paboTe Ha MEpCOHANBHBIX Pa00YMX CTAHIMAX BO3JAracTcsl Ha MOJIb30BaTeel TaHHBIX
CTAHIMI WM MIeJIarora, OTBEYAIOIIEro 3a paboTy KOMIIBIOTEPHOTO KJlacca.

3.3. Ilepuoauueckuil KOHTPOJIb 32 COCTOSHHUEM AaHTUBHPYCHOH 3amuThel B OY ocyiiecTBisercs
PYKOBOAUTEIIEM HJIU CIICHUAJIMCTOM, UM Ha3HAUYCHHBIM.



